[Tpunoxenue Ne 24

K npukazy MBOVY «Maxa4kalnHCKAH
MHoronpoduisHb muued Ne 39

uM. b. ActemupoBa»

ot 31.08.2016 Ne 50(2)-11

MNOJIO)KEHHUE
110 OPraHU3ALMH H IPOBEJeHHI0 PaGoT Mo ofecreueHHI0 0€30MACHOCTH IePCOHAIBHBIX
JIAaHHBIX PH UX 00patoTKe B HHGOPMANHOHHBIX CHCTEMAX MEPCOHAIbHBIX JaHHBIX
MBOY «MaxaukaaduHckHi MEoronpoduabubii sunei Ne 39 um. b. Acremuposa»

1. OBIIHE MMOJOXEHMUS

1.1. Hacrosee I[TonoxeHHe MO OPraHU3allid U MPOBEACHHIO paboT Mo 00eCIeYeHHIO
6e30MacHOCTH TEPCOHATBHBIX JaHHBIX IpH UX 00paboTke B MH(OPMALMOHHBIX CHCTEMaX
MepcoHaNbHBIX AaHHEIX MBOY «MaxauKanuHCKUH MHOTONPOQHIBHEIHA JTHICH Ne 39 um. b.
Actemuposa» (nanee — [lonoxeHue) pa3paboTaHO B COOTBETCTBUM ¢ De/iepallbHBIM 3aKOHOM
o1 27.07.2006 Ne 149-®3 «O6 undopmaimy, WHGOPMALMOHHBEIX TEXHOJOIMAX W O 3allUTe
uHbopMaruny», enepanbHEM 3akoHOM 0T 27.07.2006 Ne 152-03 «O nepcoHalbHBIX AaHHBIX,
nocraHosienreM  IIpaButensctBa  Poccuifckoit — ®emeparmm ot 15.09.2008 Ne 687
«O6 yrBepskaenun  [lonoxeHus 06 o0coOeHHOCTAX 0OpabOTKM IEPCOHANBHBIX —JAHHBIX,
ocymecTsiseMoil  Ge3  HCIOIb30BaHMA  CPENCTB  aBTOMATHU3allMM»,  IOCTAHOBJICHHEM
IpasutensctBa  Poccmiickoit  @enmepamuu  or 01.11.2012  Ne 1119 «OO0 yTBEpKIACHUHU
TpeGoBaHMil K 3allMTE MEPCOHAIBHBIX JAHHBIX IIpH HX 00paGoTke B HHGOPMAIMOHHBIX
cucTeMax IepCOHATBHBIX JaHHBIX», npukazoM (denepanbHOM CiykObI 1O TEXHHYECKOMY H
3KcropTHOMY KoHTpoio ot 18.02.2013 Ne21 «OG6 yrepxnenun CocTaBa M CONCPIKAHHUS
OPraHM3alUOHHBIX ¥ TEXHHYECKHUX Mep 110 00ecreueHnto 6e30acHOCTH IIEPCOHANBHBIX IAHHBIX
1pu ux 00paGoTke B UHGOPMALIMOHHEIX CUCTEMAX [IEPCOHANBHBIX NaHHBIX).

1.2. llens paspaGoTku Hactosuero Ilonoxenus — yCTaHOBICHHE MOPAJKA OpraHU3aIuy
¥ npoBe/ieHust paboT 1o obecreyeHuio 6e30MacHOCTH NePCOHATBHBIX JIAHHBIX (manee — I1/1H) B
MHQOPMAIMOHHBIX ~ CHCTeMaX [EPCOHANBHBIX  JNAaHHBIX  (Haiee — WUCIlJlx) MBOVY
«MaxaukaTHHCKUi MHoronpoduibHell juneir Ne 39 um. b. Acremuposa» (nanee — Jlniei,
OmnepaTop) Ha MPOTSKEHUH Beero sku3HeHHoro nukia UCII/TH.

2. TEPMHHBI 1 ONIPEJEJTEHHASL

2.1. B HacrosmeM IlogoXeHHMHM HCHOJIB3YIOTCA ClIEOylomue TEPMHHBI H KX
OIIpEeIeIIEHHU

UndpopmannoHHast CHCTEMA NMEPCOHAIbHBIX AaHHBIX — COBOKYITHOCTb COACPIKAIIMXCA B
6a3ax JAHHBIX NEPCOHATBHBIX NAHHBIX U OGECHEYHBAIOMHUX HX 06paboTKy MHQOPMALMOHHBIX
TEXHOJIOTUH ¥ TEXHUYECKHX CPEJICTB.

KoH}HIeHIHATLHOCTh NEPCOHANBHBIX JAAaHHBIX — 00s3aTenbHOe Ui COOMIONEHHA
OIIEpaToOpOM HIIA UHBIM IOJYYMBIIMM JOCTYIl K IEPCOHATBHBEIM JIaHHBIM JIULOM TpeOoBaHUE HE
JIOITYCKaTh MX pacrpocTpaHeHue Ge3 coryacus cyObekTa NEepCOHAIbHBIX NaHHBIX WM HAJIMIHA



WHOT0 3aKOHHOTO OCHOBAHMS, €CJIA HHOE HE IPEeIyCMOTPEHO (heaepalIbHBIM 3aKOHOM.

MeskceTeBOil 3KpaH — JIOKIbHOE (OJHOKOMIIOHEHTHOE) WIN  (QyHKIHMOHAIBHO-
pacrpejelleHHOe porpaMMHoOe (IIPOrpaMMHO-aIapaTHOE) CPEACTBO (KOMILIEKC), peau3yioliee
KOHTPOJIb 3a HWH(pOpMamued, nocrynamoumeid B HHPOPMALMOHHYIO CHCTEMY II€PCOHAIBHBIX
JAHHBIX U (WIKM) BBIXOASIIEH U3 HHGOPMALIMOHHON CUCTEMEI.

HecaHKIHOHMPOBAHHBIH J0CTYyNn (HeCAHKIMOHHPOBAHHbIE AEHCTBHA)— JOCTYN K
uHbOpMaIMK WIK AeHCTBUS ¢ UH(GOpMAaLKeH, Hapyllaloliye MpaBula pa3rpaHUYeHus JI0CTyIa C
UCIIOJIB30BAHUEM INTATHBIX CPEJCTB, HPEIOCTABISIEMBIX HH()OPMAlMOHHBIMM CHCTEMaMH
TIePCOHAIBHBIX TaHHBIX.

O06paboTka MepcoHATBHBIX JaHHbIX — NEHCTBUA (ONepalyy) ¢ NEPCOHATBLHEIMH JaHHBIMH,
BK/IIOYas cOOp, 3amlKch, CHCTEMAaTH3alldIo, HAKOIUICHHWE, XpaHEHUEe, yTOuHeHHEe (OOHOBIIECHHE,
M3MEHEHHE), W3BJICUEHHE, WCIIOJIIb30BaHue, Mepenady (paclpoCTpaHEeHHe, IIPENOCTaBjIeHHUE,
nocTy1), o6e3nuuruBaHue, OJIOKMPOBaHUE, YAAJICHUE, YHUYTOKEHUE IIEPCOHANILHBIX JaHHBIX.

OnepaTop — rocyIapCTBEHHBIH OpraH, MYHHUIMNAIBHBI OpraH, IOpPUIAMYECKOE WU
(hu3HUECKOE JIUIO, CAMOCTOATENBHO MM COBMECTHO C IPYTHMM JIMIIAMU OpraHu3yommue 1 (Win)
OCyIIeCTBIsIONEe 00pabOTKy MEPCOHAIBHBIX JAHHBIX, @ TAKXKE ONpeAeNsIouye Nelu 00paboTKu
TIEPCOHANBHBIX JIAHHBIX, COCTaB IEPCOHAIBHBIX JAHHBIX, MOIJIeXamux oOpaboTke, AeHCTBUA
(omepanuu), coBepLIaeMble ¢ MEPCOHATBHBIMU JIaHHBIMH.

Texnudeckne cpeacTrBa HHPOPMALHOHHOH CHCTeMbl MEPCOHAJbHBIX [JAHHBIX —
CpeICTBa BBIYMCIUTENBHOM TEXHUKH, MH(OPMAIIMOHHO-BBIYMCIMTENBHBIE KOMIUIEKCH U CETH,
CpeICTBa M CUCTEMEI Iepeaaud, npuema u obpaborku I1J[H (cpeacTBa U CUCTEMBI 3BYKO3aIUCH,
3BYKOYCWIEHHUS, 3BYKOBOCIIDOU3BEIEHMS, IIE€PErOBOPHBIE M TEJICBU3HOHHBIE YCTPOWCTBA,
CPEICTBA M3TOTOBJIEHMS, THUPAKUPOBAHMA JOKYMEHTOB H JpYrHe TEXHHYECKHME CpEICTBA
06paboTky peueBoi, rpaduueckoit, Buneo- 1 OykBeHHO-1UPPOBOH HH(GOpPMALIMHU), IPOrPaMMHEIE
cpelcTBa (onepaliOHHBIE CUCTEMBI, cucTeMbl JIuieit 6a3aMu JaHHBIX U T.II.), CPEACTBA 3ALUUTEI
UH(OpMaLIUN).

Ilepconanbublie AaHHbIe — M00as MHGOpMAIM, OTHOCAIIAACA K NPAMO HIM KOCBEHHO
OIIpEe/ICJICHHOMY HJIU OllpenensieMoMy pusndeckomy JIMIy (CyOBeKTy NepCOHaNbHbIX IaHHbIX).

ITosib3oBaTesib HHPOPMALHOHHOH CHCTeMbl MNEPCOHAJBHBIX [JaHHBIX — JIUIIO,
y4acTByIolee B (pyHKIIMOHUPOBAHUU MHPOPMAIIMIOHHON CHUCTEMBI NEPCOHAJIBHBIX NAHHBIX WU
HCIIONB3YIOIIEE Pe3yJIbTaThl €€ GYHKIIMOHUPOBAHHUS.

Pecypc wuHpoOpManHOHHONH CHCTEMBI — HMEHOBAaHHBIM  3JIEMEHT CHUCTEMHOTIO,
NPUKJIAHOTO WIK anmnapaTHoro obecrnedyeHus GyHKIIMOHUPOBAHUS HHPOPMAIIMOHHOH CUCTEMBI.

CpeacrBa BBIYHC/IHTEIbHOH TeXHHKH — COBOKYIHOCTBH IPOIPaMMHBIX M TEXHMYECKHMX
5JIEMEHTOB CUCTEM 00pabOTKU JaHHBIX, CIIOCOOHBIX (YHKIIMOHHUPOBATH CaMOCTOSTENBHO WIH B
COCTaBe APYI'HX CUCTEM.

Yrpo3nl 6e30MacHOCTH NMEepPCOHANBHBIX AaHHBIX — COBOKYIIHOCTh YCJIOBUH U ()aKTOpOB,
CO3JAI0IMX OINACHOCTh HECAHKLIMOHHUPOBAHHOIO, B TOM YHCJIE CIy4alHOro, JOCTyna K
IIEPCOHAIIBHBIM JAHHBIM, pPE3yJIbTaTOM KOTOPOrO MOYKET CTaThb YHHMYTOXKEHHE, H3MEHEHHE,
0710KMpOBaHUE, KOIHUPOBaHHE, paCIpOCTPAaHEHUE IEPCOHAIBHBIX JaHHBIX, a TaKXKe HHBIX
HECaHKIMOHUPOBAHHBIX JAEHCTBUM 1npu ux obpaGorke B HHGOPMALMOHHOM CHCTEME
MEpPCOHAJIBHBIX JaHHBIX.

YHHYTOKeHHEe NePCOHAIbHBIX JaHHBIX — JICHCTBHS, B pE3yJIbTaTe KOTOPBIX CTAHOBUTCS



HEBO3MOXHBIM BOCCTAHOBHUTH COJICP)KAHUE [IEPCOHAIBHBIX JaHHBIX B MHGOPMALMOHHO cHCTEME
TNIEPCOHAJIBHBIX TAHHBIX ¥ (WIM) B Pe3yJIbTaTe KOTOPBIX yHH‘ITO)Ka}OTCH MaTepHUalbHbIE HOCUTEIN
NIEPCOHAJIBHBIX JTaHHBIX.

YpoBeHb 3aIUMIIEHHOCTH INEPCOHANBHBIX MAHHBIX — KOMIUICKCHBIH IOKA3aTelb,
XapaKTepU3YIOMMA  TPeOOBaHUA, MCIONHEHHE KOTOPHIX OGECIEYMBAET  HEHTPaTH3alHio
OIpPEMC/IEHHBIX  YIpo3 0E30MacHOCTH MEPCOHANBHBIX [JAaHHBIX IIpM MX 00paGoTke B
MH(OPMALMOHHBIX CHCTEMAaX ePCOHAIBHBIX TaHHbIX.

YTeuka (3ammuaemoii) HHdopmMauun no TeXHHYEeCKHM KaHajaM —
HEKOHTPOJIMPYEMOE PacIpOCTpaHEHHE MHGOPMAalMK OT HOCHTEINs 3allMinaeModl MH(pOpMalHH
depes  USHYECKYI0 Cpely [0 TEXHHYECKOTO CpEICTBA, OCYIIECTBIISIOLIETO nepexsaT
HMH(pOpMaIHH.

IesocTHOCTL MHpOPMANHH — CIIOCOGHOCTH CPEICTBA BBIYUCIUTENBHON TEXHHUKH MU
MH(DOPMALMOHHOH CHCTEMBI 06€CIIeYHBaTh HEM3MEHHOCTh HH(POPMALIMH B YCIOBUAX CIIy4yalHOro
/WA TIPE/THAMEPEHHOTO UCKaXXeHUs (pa3pyLIeHNUs).

3. IOPSIIOK OPTAHU3ALIUU U ITIPOBEJEHUSI PABOT I10
OBECHIEYEHUIO BE3OITACHOCTHU IMMEPCOHAJIBHBIX JAHHBIX

3.1. Ilox opranusanueit o6ecriedenus Gesonacuoctu ITJIH mpu ux obpabotke B UCIT/In
NOHUMACTCA (OPMHPOBAHME M PEATM3ALMS COBOKYIIHOCTH COTIACOBAHHBIX 110 LIENH, 3aauaMm,
MECTy M BpPEMEHH OpPraHM3allMOHHBIX M TEXHMYECKHMX MEPOIPHATHI, HANpaBieHHBIX Ha
MIHUMH3ALMIO ymepba OT BO3MOXKHOM peanusaluyu yrpos GesonacHocTu ITJIH, peannsyeMsix B
paMKax CO31aBaeMOM CHCTEMBI 3aIllUTHI IEPCOHATBHBIX JAHHEIX (Janee — C3llla),

32. C3I1/ln BxmoyaeT B cebs OpraHM3aLMOHHBIE | (MIM) TEXHHYECKHEe MEpEI,
ONpEACICHHBIC C yIETOM aKTyaJbHBIX yrpo3 OesomacHoctu I1/[H, ypoBHs 3amumensocty I1]1H,
KOTOPEIH HEOOXOAMMO 00ecreuuTs, U UHGOPMAIMOHHBIX TEXHOJIOTHIA, UCIIOJIB3YEMBIX B
MH(OOPMALIMOHHBIX CHCTEMAX.

3.3.  besomachocts IT[TH npu ux o6paGoTke B WCIIIn obecneunBaer omeparop HIH
ML, ocywmecTBaMmomee obpaGorky Il 1mo mopy4eHuro omepaTopa Ha OCHOBAaHUM
3aKIIOYaeMOro ¢ 3THM JIMLOM JI0roBOpa (fajee — yIONHOMOYEHHOE JHULO). JIOroBop Mexmy
ONCpaTOpOM M YNOJHOMOYCHHBIM  JIMIOM  JO/DKEH IPEdyCcMaTpHBaTh  OOS3aHHOCTD
YMOJTHOMOYEHHOT O LA obecnieunts Ge3onacHocts [1/[H npu ux o6paboTke B MH(OPMALIMOHHOM
CHCTEME.

3.4, Bwei6op cpencts 3amursl undopMaruu mis C3I1u OCYUICCTBJIAETCS OIIEPATOPOM B
COOTBCTCTBHM C HOPMAaTHBHBIMH IPABOBBIMH aKTaMH, NpPUHATBEIMH DelepaibHOi Ciyx6oii
OesonmacHoct Poccuiickoit ®epepanun (natee — OCB Poccun) n PenepansHoit ciyx06o0if mo
TCXHUYIECKOMY M 9KCIOPTHOMY KOHTpoito (nanee — PCTOK Poccun) Bo ucHonHeHHe
®enepanpHOro 3akoHa «O MepCOHaNbHBIX JaHHBIX).

3.5. Crpykrypa, coctaB u ocHoBHBIe (yHKnmu C3I1[{u ONPENEIIAIOTCS HCXOIs H3
ypoBH 3amuieHHocTd [1/IH npu ux o6pabotke B UCIT/IH.

3.6. C3II/IH co3maercs B TpM JTamna:

Oran 1. [IpennpoektrHoe o6cnenoBanne UCIIJIH 1 pa3spaGoTka TEXHUIECKOTO 3aaHUS HA
cosganue C3I1/IH.

Oran 2. IlpoextupoBanue C3II[IH, 3aKymKa, YCTaHOBKa, HacTpoilka HEOOXOIUMBIX
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CPEJICTB 3aLUThl HHPOPMALIHH.

Ortan 3. Beoa UCII/x ¢ C3I1/H B 3kcIutyaTanuio.

3.7. Ortan 1. IIpoBeneHue npeanpoeKTHOro oocinen0BaHusi U pa3paboTKa TEXHUYECKOTO
3amanus Ha co3panue C3IIJIH.

3.7.1. HasnaueHue OTBETCTBEHHOro 3a opranu3anuio oopadorku I1/In JInueem.

3.7.2. Cos3naHue KOMMCCHU IO OIpeJe/eHuI0 YpoBHs 3auumenHoct [T/Ia mpu nx
obpabotke B UCIT/IH JInuek.

3.7.3.  Onpenenenue uenet o6padorku I1/1x JInneem.

3.7.4. Onpenenenue nepeuns UCIIu JIuneit u cocraBa I1/IH, oGpaGarbiBaeMBIX B
NCIIH.

3.7.5. Omnpenenenue nepevns obpabareiBaeMbIx JInmeem I1/1H.

3.7.6.  Omnpenenenue cpokoB 06paboTky u xpanenus I1JIH, ucxons u3s TpeGOBaHus, YTO
[1/lH He NOKHBI XPaHUTHCA JOJbIIE, YyeM 3Toro TpeOyroT uenu obpaborku stux I[1/[H, mo
JOCTIOKEHUIO KOoTophIX [1J[H moiexar yHUYTOKEHHUIO.

3.7.7. Onmnpenenenne tnepeyns ucrnonssyemblx B HCIIJIH  (npemiaraeMbix K
ucnons3oBanuio B VICI1/IH) o6mecucTeMHBIX U IPUKIAJAHBIX IPOrPaMMHBIX CPEJICTB.

3.7.8.  Omnpenenenue pexxumoB obpadorku [1/[H B UCIIJIH B 1menoM U B OTACTBHBIX
KOMITOHEHTaX.

3.7.9. Hasuauenume oTBeTcTBEHHOro 3a obOecrneuyenue OeszomacHoctu [1[{n B MCIIIn
(nanee — OTBETCTBEHHBIN) IS pa3pabOTKH M OCYLIECTBIECHHUA TEXHHYECKUX MEPOIPUATHH IO
opranusaiuu 1 obecrieyenuto GesomacHocty I1J[H mpu ux obpaborke B UCII[IH. s kaxaon
WCIT/I MoXeT ObITh Ha3HAYEH OTIE/IbHBIN OTBETCTBEHHEIN.

3.7.10. HasnaueHue OTBETCTBEHHOTrO IOJIE30BATENsI KPUITOCPEACTB, 00ECIEUNBAIOIIETO
QYHKIMOHHpPOBAaHHE M 0G€30MaCHOCTh KPHIITOCPEACTB, NpPEJHA3HAYECHHBIX I 00eCIeyeHUs
6esomacHocty IT1/IH. YTBepKICHHE TIEpedHs JIUI, JOMyIIEHHBIX K paboTe ¢ KpUIITOCPEACTBAMHY,
npenHasHauYeHHBIMU Ui obecmeyenust GesomacHocty I1Jln B MCII[H (monb3oBatenei
KPUIITOCPE/ICTB).

3.7.11. Ompenenenne nepedHs omeuleHud, B KoTopelx pasmemensl HCIL[In u
MarepuaipHble HocuTenu [1/H.

3.7.12. Onpenenenue koH¢urypauuu U tononoruu MCIIJIH B 1eaOM ¥ UX OTACIBHBIX
KOMIIOHEHT, (GHU3UYeCKUX, (QYHKIMOHAIBHBIX M TEXHOJOIMYECKHMX CBA3€H KaK BHYTPU ITHUX
CHCTEM, TaK U C JPYTUMHU CUCTEMaMHU Pa3IMYHOr0 YPOBHA ¥ Ha3HAYCHHUS.

3.7.13. OmnpeneneHne TEXHUYECKMX CpeACTB W cucteM, ucnonssyemblx B HCII/IH,
BKJIFOYAs YCJIOBUS UX PacIlOJIOKEHHUS.

3.7.14. ®opmupoBanue TexHuueckux nacnopros MCIT/IH.

3.7.15. Pa3pa6oTKa OpraHM3alMOHHO-PACIOPSIUTENBHBIX NOKyMeHTOB (mainee — OPJI),
perimaMeHTUpPYIOIHX Mpouecc 06paGoTku U 3amuThl [T/IH:

— Tlonutuka B OTHOIIEHUH 00paOOTKM NEPCOHAIBHEIX JIAHHBIX;

— Hucrpykipu (OTBETCTBEHHOTO 3a opraHuzaiuio o0paborku I1/IH, OTBETCTBEHHOIO 3a
obecrieuenne GeszonmacHoctu IIJln B MCII[H, mnonp3oBatens WCII[H, OTBETCTBEHHOrO
T0JIB30BATEIIsI KPUIITO CPEICTB);

— Pasgen JOMKHOCTHBIX MHCTPYyKuMii paGorHukoB Jlmueid B wacTH obecnedeHus
6esonacHocTH ITJ[H npu ux 06paboTKe, BKIIOYAs YCTAaHOBJIEHUE IIEPCOHATIBHONW OTBETCTBEHHOCTH



3a HapyleHus npaBui 06paborku I1/1H.

3.7.16. [Ilomyuyenue (mpu HEoOXOTUMOCTH) corjiacus Ha oOpabotky ITJ[H cyOBexTOM
[T/Tn, moamucanue o6sA3aTenbCcTBA O coONIOACHUN KOHGuIeHIuanpHocTH [IJIH coTpyaHUKOM
JIuneit.

3.7.17. Vrepxnenue ¢opM ysenomieHuit cyObektoB IIJlH u ¢opm KypHaIoB,
HEe0OXOUMBIX B Liessix obecnieueHus 6esonacuocty IT/1H.

3.7.18. Omnpenenenue ypoBHs 3aumiieHHoctd IT[IH mpu ux o6paGorke B MCIIJH B
coorBercTBUH ¢ «TpeboBanmamu kx 3amute II/lH npu ux ob6paGorke B HHOOPMAIMOHHBIX
CUCTEMax II€PCOHAIBHBIX JaHHBIX», YTBEP)KICHHBIMH IIOCTaHOBJIEHHEM [IpaBUTEILCTBA
Poccuiickoit @enepanun ot 01.11.2012 Ne 1119 (moarotoBka u yTBepXICHHE aKTa OIpeeICHUS
ypoBHs 3amuiensocty [T/ npu ux o6paborke B UCII/IH).

3.7.19. Ompenenenne Tuma yrpo3 OesomacHoctd IIJ[H, aKTyalbHBIX A
MHOOPMALMOHHOH CHCTEMBI, C YYETOM OLIEHKH BO3MOXXHOTO Bpela B COOTBETCTBUM C
HOPMaTUBHBIMU MPABOBBIMM aKTaMM, INPHHATEIMH BO HcCHoJHeHHe @DenepalbHOro 3aKoHa
«O nepcoHabHBIX JaHHEIX». Onpenenenue yrpo3 GesonacHocTy [1[H B KOHKPETHBIX YCIOBUAX
¢ynxumonuposanus MCIIJ[H (paspaGotka Mopmeneit yrpos 6esomacHoctu IIJlH npu ux
obpaborke B UCIT/IH).

3.720. @opmupoBaHHE TEXHHYECKOTO 3ajaHus Ha pa3pabotky C3II/IH 1o pesymbraTam
NPEINPOCKTHOTO 00C/IEI0BaHNA HAa OCHOBE HOPMATHBHO-METOOMYECKHMX H0oKymeHToB OCTIK
Poccnn n ®CB Poccun ¢ yyeToM yCTaHOBICHHOTO YpOBHs 3amumieHHocTd IIJIH mpu mx
obpabotke B UCII/IH.

Texnnyeckoe 3ananue Ha pazpaborky C3I1/{H KODKHO COMEPIKATE:

— o6ocHoBanue paspaborku C3I1/H;

— HCXOJIHBIC HaHHBIC co3xaBaeMoi (MoxepHusupyemoit) KCIIJIH B TeXHMYECKOM,
IPOrpaMMHOM, HHOOPMAIIMOHHOM U OpraHM3alldOHHOM aclIEKTaxX;

— YpoBeHb 3amuieHHocty [1J]x npu ux o6paborke B UCIT/IH;

— CCBUIKY Ha HOpDMAaTHBHBIE JOKYMEHTBI, C Y4ETOM KOTOpHIX Oyner pa3pabaThiBaThCs
C3I1/11, u npuHUMaThCs B dKcutyatanuio UCIT/x;

— KOHKpETHU3aluI0 MeponpuaTuii u tpedoBanuii k C3I1/H;

— COCTaB U coziepxanue paboT 1o stanam pa3pabotku u BHeaperus C3I1/IH;

— TMEepeyueHb MPEAIoaracMpeIX K UCIOIb30BaHUIO CEPTUGHUIIMPOBAHHBIX CPEJICTB 3aIUTHI
HH(OpMaIHH.

3.8.  Ortan 2. IlpoextupoBanue C3I1/{H, 3aKynka, yCTaHOBKAa, HACTPOMKAa M OIBITHAS
9KCIUTyaTalus He0OOXOIMMBIX CPEICTB 3aIlUThl HHGOPMALIUH.

3.8.1. Cospanme C3II[IH sBusercs HEOOXOAUMBIM  yCIOBMEM  0OeCIIEUeHHs
OesomacHoctu IIJIH, B TOM citydae, eciii CyLIECTBYIOIME OPraHM3alOHHBIE M TEXHHYECKHE
Mepbl obecrieueHus 0G€30IaCHOCTM HE COOTBETCTBYIOT TpeOOBaHMAM K 06ECIEYeHHIO
Oesonacnocty I1/IH 11 cooTBeTCTBYIONIEr0 ypoBHs 3ammmenHocty [1/H npu ux o6paboTke B
HUCII/In w/uny He HEWTpaTU3YIOT BeeX yrpo3 GesonacHoctu I1J{0 mia nannoit UCIT/IH.

3.8.2.  Texumyeckue Meps! 3amuThl [1/[H NpearonaraoT UCIOIb30BaHKUE IPOrPAMMHO-
alapaTHeIX CPeACTB 3amuThl nHGopmanuu. [Ipu obpadotke [T/H ¢ KCIONB30BAaHHEM CPENICTB
aBTOMAaTH3allMK TPUMEHEHHE TEXHUYECKUX MEp 3allUTHl SABJSIETCS 00s3aTe/IbHBIM YCIIOBHEM, a
UX KOJMYECTBO M CTEIMCHb 3aIIUTHl ONPENENAETCS B MPOLECCE MPEAIPOESKTHOr0 06CIenoBaHus
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MHpOpMALMOHHBIX pecypcoB Jlumes. IIpuMeHeHMe TEXHHYECKHMX Mep JOJDKHO OBITH
pErIaMeHTUPOBAaHO HOPMATUBHEIM aKToOM JIunen.

3.8.3. CpencrBa 3amutel uHGopmanuu, npumeHsemele B VICII/IH, B ycTaHOBIEHHOM
TIOpS/IKE MPOXOMAT HMPOIEIYPy OLIEHKH COOTBETCTBHUS, BKIIIOYAsl CEPTU(HHUKAIMIO Ha COOTBETCTBHE
TpeboBaHUAM 1O 6e30MacHOCTH UHPOPMALIUY.

3.84. Ha cragum mnpoektupoBaHus u co3manus C3I1[n mna UCIIAn Jluoen
MPOBOJATCS CIEAYIOIIUE MEPOIIPUITHS:

— paspabotka Texuudeckoro npoekra C3I1/1H;

— npuoOpereHne (IIpu  HEOOXOAMMOCTH), YCTAaHOBKA M  HACTpOWKa CEpHUIHO
BBIITYCKAE€MBIX TEXHUUECKHUX CPeICTB 00paboTKH, epejadyd U XpaHeHus HHOopMaLuy;

— paspaboTka MeEpONpuUATHH 10 3amure HHGOpPMALMM B  COOTBETCTBUU  C
NPEbABISIEMBIMUA TPEOOBAHUSIMY;

— npuoOpeTeHHe, YCTAHOBKA U HACTpoWKa CEepTU(QUUMPOBAHHBIX TEXHUYECKUX,
NPOTrPaMMHBIX U IPOrPaMMHO-TEXHHUECKUX CPEICTB 3aIlUThl MH(POpMAIMU, B TOM 4HCiIE (TIpH
HEOOXO0UMOCTH) CPEACTB KpUIITOrpaduuecKoi 3amuTsl HHPOpMaLUU;

— peamu3alus paspelIMTeapHOM cucreMbl goctyma mnosne3oBatenedt WCII[H
obpabartsiBaemoit B UCI1/IH nundopmarmu;

— MOJrOTOBKA SKCIUTyaTallMOHHOM JHOKYMEHTAlMU Ha HUCIIOJIb3YEMBIE CPECTBA 3AILUTHI
uH(popManuy; ,

— KOppPEeKTHpOBKa (JOMOJIHEHUE) OpraHU3allMOHHO-PACIIOPSAUTEIBHON JOKYMEHTAllUU B
YaCTH 3alUTHI HHOOPMAIUU.

3.9. Oran 3. Beog MCII/Ix ¢ C3I1/IH B IpOMEBIIIEHHYIO 3KCIUTyaTalHUIO.

3.9.1. Ha craguu BBoaa B UCII/In (C3I1/IH) ocymiecTBIsAIOTCS:

— ONBITHAs JKCIUIyaTallUs CPEACTB 3alIUTBl MHPOpPMALMU B KOMIUIEKCE C IPYTUMH
TEXHUYECKUMU M IPOrpaMMHBIMH CPEICTBaMH B IEJIAX MPOBEPKH HUX paboTOCIOCOOHOCTH B
coctase UCIIJIH (mpu HEOOX0IUMOCTH);

— IPUEMO-CHATOYHBIE HCIBITAHUA CPEJICTB 3allUThl HMH(OpPMAalLMU [0 pe3ybTaTaM
OIBITHOM SKCIUTyaTalluu (MpU HEOOXOIUMOCTH);

— KOHTPOJb BBINOJHEHUS TpeOoBaHUI (BO3MOXXKHO IPOBEJEHHUE JaHHOIO KOHTPOJA B
BUJIE aTTeCcTalluy 110 TpeboBaHusAM OesonacHoctu [1J[H).

3.9.2. KoHTponp 3a BBIIIOJIHEHHEM HACTOAIIMX TpeOOBaHUN OpraHU3yercs U
IPOBOJUTCS ONEPAaTOPOM (YIOJTHOMOYEHHBIM JIMIIOM) CAMOCTOSTENHHO U (WIK) C IPUBJICYEHUEM
Ha JJOTOBOPHOH OCHOBE IOPUIMYECKUX JIML U UHIUBUAYAIBHBIX MpEIIIPUHUMATENEH, UMEIOLINX
JIMIEH3UI0 Ha OCYUIECTBJICHHE MAEATENFHOCTH IO TEXHUYECKOW 3ammre KOHGHICHIUAIBHON
uHpopMalMu. YKa3aHHBIH KOHTPOJb IPOBOAUTCS He pexe 1 pasa B 3 roma B CpPOKH,
oIpezessieMble OnepaTopoM (YIIOJIHOMOYEHHBIM JIULIOM).

4. MIPOBEJEHUE PABOT I10 OBECIIEYEHHIO BE3OITACHOCTH
INEPCOHAJIBHBIX TAHHBIX
4.1. Pabotel no obGecneuenuto Oe3zomacHoctu IIJ[H mpoBOAATCS B COOTBETCTBHH C
[lnanoM MeponpusATHI o 3ammTe nepcoHadbHbIX NaHHBIX (IIpmnoxenue Ne 1). BHyrpenHue
npoBepku pexxuma o6pabotku u 3amuThl [1/[H JInneem mpoBoasTcs B cooTBeTcTBHM ¢ Ilmanom
BHYTPEHHHUX TIPOBEpPOK  pexuma o0paboTKM M 3alIUTHl  INEPCOHAIBHBIX  JIaHHBIX

12



(IIpunoxenue Ne 2). ITo pesysnpraTaM npoBeaeHus BHYTPEHHElH IIPOBEPKH cocTaBisieTcs OTYeT o
pesyspTaTax MpOBEACHUS BHYTPEHHEH MPOBEPKH pexkuMa oOpabOTKU M 3aIUTHI MEPCOHAIBHEBIX
nanHbIX B YupexaeHuu ([Tpunoxkenne Ne 3).

4.2. Kourponb 3a mpoBeneHHeM pabor 1o obecmedeHmio 6GesomacHoctH I1JIH
OCYIIECTBJIAET OTBETCTBEHHBIH 3a opraHusauuio obpaGorku IIJ[H B BHIE METOAMYECKOTO
PYKOBOJCTBa, y4acTHs B paspaborke TpeGoBaHuit nmo saumte I1/[H, opranuszamuu paboT 10
BBIABJICHHIO BO3MOJXKHBIX KaHAJIOB yTeYKM MHGOPMAIlMM, COIIacOBaHWs BHIGOpPa CpEICTB
BEIYMCIIMTEIbHON TEXHUKHU M CBA3H, TEXHUYECKUX U NMPOrPaMMHBIX CPEICTB 3aIUTHI, y4acTUs B
ouenke coorBercTBus MCIT/In JInnes tpe6oBanusam 6e3onacuoctu I1/1H.

4.3. Ilpn HeoOGXOMMMOCTH K HpOBeAeHHI0 paGoT nmo obecnedenuto GesomacHocty I1]1H
MOTYT MPHUBJICKATbCA CIECLUAIU3UPOBAHHBIE OpraHu3aluy, umeromue uueHsuno DOCTIOK
Poccun Ha OCYINECTBIEHHE JEATENBPHOCTH 10 TEXHHYECKOW 3aIuTe KOH(UIEHIIHATEHOM
UH(pOpMaIHH.

44. B coorBercTBMM ¢ . 5.2 Meroauueckux peKOMEHIALMI O 0GECleYeHHIO C
MIOMOIIBIO KPHUITO CPEACTB 0€30MacHOCTH IEPCOHATBHBIX AAHHBIX NpPH MX 00paboTKe B
MHOOPMALIMOHHBIX ~ CHCT€MAX  MEPCOHANBHBIX  [AHHBIX C  HCIONB30BAHHEM  CPEICTB
aBTOMATU3alUH, YTBEPXKACHHBIX pyKoBoACTBOM 8§ llentpa ®CB Poccuu 21.02.2008 Ne 149/54-
144, npu HeobxoauMocTH Ucnonb3oBanus npu cosnanuu C3IIJIH cpeacTs kpunrorpaduyeckoit
3aIUTbl UHQOPMAMKM K IPOBENEHHIO paboT 1o obecnedenuio GesomacHoctd I1J[H Jlnuero
HEOOXOMMO TIpUBJIEKATh CIICLHATH3UPOBAHHBIE OPraHU3allMHM, MMelomme JuueHsuu OCh
Poccun Ha ocymectsnenne paGoT o pacnpocTpaHeHHIo MUPPOBATBHEIX (KpUITOrpahUIecKux)
CPEACTB, TNpPENHA3HAYCHHBIX [UIS 3alIUTBl HMHQOpPMAIMK, HE COAepXKamledl CBeIeHHS,
COCTaB/IIIONINE TOCYapCTBEHHYIO TaifHy, Ha OCYIIECTBIEHHE TEXHHUYECKOro OO0CIIY)KUBAHHUS
HIH(POBAIBHBIX (KPHIITOrpahUUYECKHX) CPEACTB, Ha OCYIIECTBICHHE PaGOT 10 OKA3aHHIO yCIIyT B
obmacth  mMppoBaHMA  MHOOpMAaLMH, He COAEPKAIIMX  CBENCHHH, COCTABJISIOIIMX
TOCyIapCTBEHHYIO TalHY.

S. PEHIEHHE BOITPOCOB OBECIIEYEHUSA
BE3OIMMACHOCTHUIIEPCOHAJIbHBIX IAHHBIXB TUHAMUKE
U3MEHEHHWSI OBCTAHOBKHA U KOHTPOJISA D®PEKTUBHOCTH
SAIIUTBI

5.1. Monepuusaums C3IIJu it dyuxkumonupyrommx MCITJIH Jluneem nomkHa
OCYIIECTBIIATLCS B CIyYae:

— H3MCHCHMA cocTaBa Unu CTpyKTypbl MCIIJ[H win TeXHHUYeCKMX OcCOOeHHOCTEH ee
NOCTPOCHHS (M3MEHEHMS COCTAaBa WM CTPYKTYPHI NMPOTPAMMHOIO OGECIICYEHHs], TEXHUIECKHX
cpencts oOpaborku IT/1H, Tomonoruu UCIIn);

— H3MEHeHHs cocrtasa yrpo3 6eszonacHoctu [1/{0 B UCIT/]H;

— H3MCHEHMA ypoBHs 3amuieHHocTy 1111 npu ux o6paborke B UCII/IH;

— TPOYHX CJIy4Yasx, 110 PELIEHHIO OIepaTopa.

5.2. B wmensax ompenenenus HeoOxomumoctu nopabotku (MomepHmsamuu) C3II/IH He
PEeXe OHOTO pasa B roJl OTBETCTBEHHBIM 3a opranu3anuio oopaborku I1/IH mo/nkKHA IPOBOJUTHCS
nposepka cocraBa u ctpyKTypsl MCII/In, cocraBa yrpos 6ezonacuoctu [1/11 B UCIT/IH u ypoBHS
samuieHHoctd II/[H mpu ux ob6pa6Gorke B MCII/{H, coGMioaeHMs YCIOBUH HCIOIB30BAHUS

14



CPEICTB 3aIlUTBHl HHGOpMAlMM, IMpPEAYCMOTPEHHBIX OKCIUIyaTaAllMOHHOM M TEXHUYECKOMH
JNOKyMeHTauue. Pe3ynbTraTel NpoBepKH OQOpPMISIOTCS aKTOM IIPOBEPKM M YTBEPXKAAIOTCA
pykoBoaureneM JIunei.

5.3. AnHanmu3 uHHUAEHTOB Oe3onacHoct IIJ[H W cocTaBjieHME 3aKIIOYEHUH B
00s13aTeIbHOM IMOPSJIKE TOJDKHO ITPOBOAUTECS B CIydae BBIABICHHUS CIEIYIOMUX (aKTOB:

— HecoOoieHre yCIoBUM XxpaHeHus Hocurenei 11/1H;

— WCIOJNIB30BaHWE CPEACTB 3aIUUTHl HHPOPMAIHMH, KOTOphIE MOIYT IPHBECTH K
HapyLIEHUIO 3a1aHHOTO YPOBHS fe3omacHOCTH (xoHGUAEHIIHATBEHOCTE/
[EJ0CTHOCTE/NocTynHOCTh) [1JIH win apyruM HapylIeHHUsM, IPUBOIAIIUM K CHIKEHUIO YPOBHS
3amuuieHHocTy [1/]H;

— HapylleHHe 3aJaHHoro ypoBHs OesomacHoctn II/IH  (koH(UAEHIMATBHOCTH/
IEJIOCTHOCTB/JOCTYITHOCTB ).



