ITpunoxenue Ne 24

K npukasy MBOY «MaxauKkalnHCKHH
MHoronpoduipHbi nuiei Ne 39

uM. b. ActeMupoBa

ot 31.08.2016 Ne 50(2)-I1

MMOJIOKEHHE
110 OPraHH3ANMH H NPOBEJEHHIO PaboT Mo obecnedeHHI0 6e30MACHOCTH NEePCOHATILHBIX
JAHHBIX NPH HX 00paGoTKe B HHPOPMANHOHHBIX CHCTEMAX MEPCOHANIBHBIX TaHHBIX
MBOY «MaxaukaJaaHcKuii MHOronpoguabHbii auneii Ne 39 um. b. Acremuposa»

1. OBIIUE MOJIOXKEHMS

1.1. Hacrosumee IToo)keHue 1O OPraHU3allMK U MPOBEACHHIO palboT MO 00ECHIeYEHUIO
6e30MaCHOCTH IIEPCOHANBHBIX JAHHBIX NPH MX 00paboTke B HH(OPMALMOHHBIX CHCTEMax
nepcoHanbHbIX AaHHBIX MBOY «Maxa4kaniiHCKUH MHoronpoduibHelit gunei Ne 39 um. b.
ActemupoBay (nanee — [lonoxeHue) paspaGoTaHo B cOOTBETCTBUU ¢ De/lepalbHBIM 3aKOHOM
o1 27.07.2006 Ne 149-®3 «O6 undopmarmy, UHGOPMAIMOHHBIX TEXHOJIOTHAX W O 3aIUTE
undopMaruny», OexepanbHeM 3akoHOM 0T 27.07.2006 Ne 152-®3 «O nepcoHaNbHBIX TaHHBIX),
nmocranoBieHueM  IIpaButensctBa  PoccuicKoi denepamn ot 15.09.2008 Ne 687
«OG6 yrBepxkaennn IlonoxeHus 06 0COGEHHOCTSX 00paGOTKM MEPCOHAIBHBIX JAHHBIX,
oCymlecTBIsIeMOM (€3  HCIONB30BaHMA ~ CPEICTB  ABTOMATH3aUMK),  IMOCTAHOBICHUCM
IIpasutensctBa Poccuifickor ~ @exepanuu 0T 01.11.2012 Ne 1119  «OG6 yTBep)KaACHUH
Tpe6oBaHUi K 3aIUTe IEPCOHAIBHBIX IAHHBIX IIPU KX 00paboTke B HMH()OPMALOHHBIX
cucTeMax MepCOHATBHBIX JAHHBIX», NpUKa3oM (enepaibHOH CIyKOB MO TEXHUICCKOMY M
SKCIIOpTHOMY KoHTpouo oT 18.02.2013 Ne 21 «OG yTBepiKaeHHH CocraBa U COHEpPIKAHUAL
OpraHW3aIMOHHEIX U TEXHUYECKHX Mep M0 06ecreueHuto 6e30acHOCTH NEPCOHANBHBIX IaHHBIX
npy ux 06paboTKe B MHPOPMAIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX HaHHBIX).

1.2. Ilens paspaGorku Hactosmero IlonoxeHus — yCTaHOBICHHE MOpsAKa OpraHn3alii
¥ mpoBeieHus paboT 1o obecreyeHuto 6e301aCHOCTH MEPCOHANBHBIX JaHHBIX (manee — I1/10) B
MHOOPMAIMOHHBIX ~ CHCTEMax  MEPCOHAJIBHBIX  JAHHBIX (nanee — MHCIIJH) MbBOY
«MaxaukanuHcKuit MHoronpouibHeiit muneit Ne 39 um. b. Actemuposa» (manee — JInuew,
Ormeparop) Ha NPOTSHKEHUH BCEr0 XKU3HEHHOI0 UK/ NUCIIn.

2. TEPMHHBI U OITPEJAEJEHUA

2.1. B macrosmeM IlonoXeHHH WHCIOJB3YIOTCA CJEHyIOIKMe TCPMHUHBI WU HX
OTpeEIICHNUA:

MudopManHOHHASI CHCTEMA NePCOHAIbHBIX JAHHBIX — COBOKYITHOCTD COACPIKALIUXCA B
fazax JAHHBIX MEPCOHAJBHBIX TAaHHBIX U O0ECICUUBAIOLIMX HX 006paboTKy MH(POpMalMOHHBIX
TEXHOJIOIUH ¥ TEXHUYECKUX CPEJICTB.

KoH(puaeHIHAIBHOCTD NEPCOHANBHBIX JaHHBIX — o6s3aresbHoe IS COOJIIOACHHUS
OIIepaToOpPOM WJIM MHEIM NOTYYMBIIMM JOCTYII K NIEPCOHAIBHBIM JaHHBIM JIHLIOM TpeGoBaHUE HE
JIOMyCKaTh MX paclpocTpaHeHne 6e3 coracus CyObekTa MEPCOHAIBHBIX NaHHBIX MM HATHIHA



MHOT0 3aKOHHOTO OCHOBAHM, €CJI HHOE HE IPELyCMOTPEHO QelepabHBIM 3aKOHOM.

MesxKceTeBOli JKpPaH — JIOKAIbHOE (OZHOKOMIIOHEHTHOE) WIH  (QyHKIMOHAIBHO-
pacIpe/ieleHHOe MPOrpaMMHOe (IIPOrpaMMHO-aINapaTHOe) CPEACTBO (KOMILIEKC), pealn3yiomee
KOHTPOJIb 3a HMH(oOpMaunued, MOCTynaromed B HHPOPMALKMOHHYIO CHUCTEMY MEPCOHANBHBIX
NaHHEIX U (WIK) BRIXOASIIEH U3 UHGOPMALIMOHHON CUCTEMEI.

HecaHKIHOHMPOBAHHBIA J0CTYN (HECAHKIHOHHPOBAHHBbIE IEHCTBHSA)— NOCTYI K
nH(GOpMaIUK WK AeHcTBHS ¢ HHOOpMalMel, HapyIIalomue paBuiia pasrpaHUYeHUs J0CTyma ¢
HCIIONb30BAHUEM INTATHBIX CPEJICTB, IIPEJOCTaBISIEMBIX HH(QOPMALMOHHBIMH CHCTEMaMH
[IEPCOHAJIBHBIX JAHHBIX.

O06pa6oTKa NEPCOHANBHBIX JaHHBIX — JIEHCTBHA (OIepalMy) ¢ MEPCOHAILHBIMI JaHHBIMH,
BKJIFOYAs cOOp, 3aNkCh, CHCTEMATU3ALMIO, HAKOIUIEHHE, XpaHEeHWe, yTouHeHue (OOHOBICHHE,
U3MEHEHHE), W3BJIEYEHHE, KCIIOAb30BaHUe, Iepenady (paclpoCTpaHCHHE, IpENoCTaBICHHUE,
J0cTyI), 00e3TnYuBaHue, OJIOKUpOBaHKe, YAAJICHUE, YHUYTOKEHHE MIEPCOHAILHBIX JaHHBIX.

OnepaTrop — roCyIapCTBEHHBII OpraH, MYHHIUNAIBHBIA OpraH, IOPUIAYECKOE HIH
(hHU3MYECKOE JIUIIO, CAMOCTOATENBHO WM COBMECTHO C APYTHMH JIMLAMU OPraHU3yIOMKE 1 (unn)
OCYIIECTBIIAIONIME 06paGOTKy MEePCOHAIBHBIX JaHHBIX, @ TAKOKE ONpeeNomue neau o0paboTku
TEpPCOHANBHBIX JaHHBIX, COCTaB MEPCOHAJIBHBIX NAHHBIX, MOIEXammX o0paboTke, HeHCTBHS
(omeparun), coBeplIaemMble ¢ IEPCOHATBHBIMU JaHHBIMHU.

Texnuveckne cpeacTBa HHPOPMANHOHHOH CHCTEMbl IEPCOHAJbHBIX [aHHBIX —
Cpe/ICTBA BBIYMCIUTEIBHOM TEXHUKH, HHOOPMALMOHHO-BBIYUCIUTEIBHBIE KOMIUIEKCHl M CETH,
CpeCTBa M CHCTEMEBI Iepeaauu, mpueMa u o6pabotku [1/[H (cpencTBa ¥ CHCTEMBI 3BYKO3AIUCH,
3BYKOYCHJIEHHS, 3BYKOBOCIIDOM3BEICHWs, IIE€PErOBOPHBIE M  TEJIECBU3UOHHBIE YCTPOMCTBA,
CpelCTBa H3TOTOBJIICHUS, THPAKUPOBAaHHA JOKYMEHTOB M J[pYrHMe€ TEXHHUUYCCKUE CpE/CTBA
00paGoTKU peueBoi, rpaduecKoi, Biuaeo- 1 OyKBEeHHO-IU(PPOBOH HHPOpMALIUHK), IPOrpaMMHbIE
cpeacTBa (OMepalOHHBIE CUCTEMBI, CUCTeMbI Jlnnelt 6a3aMu JaHHBIX M T.IL.), CPEJCTBA 3AIUTHI
UHpOpMaLIUN).

Ilepconanbuble naHHbIe — M00as MHGOpMAaIHA, OTHOCAINAACA K MPAMO WINM KOCBEHHO
OTIpE/IETIEHHOMY WJIU OTpeensieMoMy GU3HIeCKOMY JIHITY (CyOBeKTy IepCOHANBHBIX JaHHBIX).

ITosib3oBaTesib HHPOPMALHOHHOH CHCTeMbl MEPCOHANBHBIX JAaHHBIX — JIUIIO,
y4acTByioliee B QyHKIIMOHUPOBAHUU MHPOPMALMOHHON CHCTEMBI IEPCOHAIBHBIX NAHHBIX HIH
HCITOJIB3YIOIIEE PE3YJIHTATHI €€ PyHKIMOHUPOBAHUA.

Pecypc wuHpoOpMALHOHHOH CHCTeMBbl — KMEHOBAaHHBIM  9JIEMEHT  CHUCTEMHOIO,
NIPUKJIAJHOTO WK AllapaTHOro obecrneueHus GpyHKIMOHUPOBaHUA HHPOPMAIMOHHON CHCTEME.

CpencTBa BBIYHCIHTEIbHOH TeXHHKH — COBOKYIIHOCTH IPOrPaMMHBIX M TEXHUYECKHUX
3JIEMEHTOB CUCTEM 00pabOTKM NaHHBIX, CIIOCOOHBIX (YHKIMOHUPOBATHE CAMOCTOSATEIBHO WM B
COCTaBE JIPYI'MX CHCTEM.

Yrpo3bl 6€30IaCHOCTH MEePCOHANBbHBIX IaHHBIX — COBOKYITHOCTE YCJIOBHH U (aKTopoB,
CO3/AIOIMX OINACHOCTh HECAHKIMOHHPOBAHHOIO, B TOM YHCJIE CIIy4alHOro, nOCTynma K
[IEPCOHATBLHBIM JaHHBIM, PE3yJIbTATOM KOTOPOrO MOXET CTaTh YHHUYTOXEHHE, H3MEHCHHE,
6JIOKHpOBaHHE, KOIMHPOBAaHHE, PpACIPOCTPAHEHHE IEPCOHAIBHBIX JAHHBIX, a TaKXKE MHBIX
HECAHKIMOHUPOBAHHBIX ~JedcTBUii npu ux oOpaGoTke B HMHOOPMALMOHHOW CHCTEME
MIEPCOHATBHBIX JAHHBIX.

YHHYTOKEHHE MePCOHANBbHBIX JaHHBIX — JEHCTBUSA, B PE3yJIbTAaTe KOTOPBIX CTAHOBUTCA



HEBO3MOXXHBIM BOCCTAHOBUTH COAEPIKAHHUE [IEPCOHAIBHBIX JaHHBIX B HHGOPMALIMOHHON CHCTEMeE
NEPCOHAJIbHBIX JAHHBIX U (W/IM) B PE3YJIBTAaTe KOTOPEIX YHUUYTOXKAIOTCA MaTepHabHBIE HOCUTEH
TIEPCOHAIBHBIX IaHHBIX.

YpoBeHb 3alIMIIEHHOCTH MNEPCOHAJBHBIX /[AHHBIX — KOMIUIEKCHBIH IOKa3aTels,
XapakKTepHU3yIOuii  TpeOOBaHMsA, HCIOIHEHHE KOTOPBIX 00eCleYnBaeT HEHTpaIu3aLuio
ONpPEICJICHHBIX yrpo3 0€30IaCHOCTH II€PCOHATBHBIX MaHHBIX IIpU MX 00paGoTke B
MH(OOPMAILMOHHBIX CUCTEMaX MEePCOHAIBHBIX TaHHBIX.

YTeuka (3ammmaemoii) HHpOpMaUHH no TeXHHYECKHM KaHaJlaM —
HEKOHTPOJIMPYEMOE DPACIpOCTPaHEHHe MH(POPMAINH OT HOCHTEINS 3allMIIaeMOoil UHpOpMaLUU
4epe3 (U3MYECKYHO Cpely MO TEXHHYECKOr0 CpeJCTBA, OCYIIECTBISIOMEr0 IMepexXBaT
uHpOpManuu.

IenocTHOCT MH(OPMANHH — CIIOCOGHOCTH CPEICTBA BHEIYMCIMTEILHON TEXHHKH HIH
MH(QOPMALMOHHOH CUCTEMBI 00ECTIEYHBATh HEM3MEHHOCTh HHMOPMAIIMK B YCIOBHAX CITy4aifHOro
/WK OPEIHAMEPEHHOTO HCKaXKeHUs (pa3pylIeHus).

3. HOPAJOK OPTAHU3AIIUA U ITPOBEJEHUS PABOT I10
OBECIEYEHHIO BE3OITACHOCTH NEPCOHAJIBHBIX JAHHBIX

3.1.  Ilox opranusanueit obecnevenus Gezonacuoctu I1/[1 npu ux o6padorke B UCIT{n
IOHMMAETCs. (GOPMUPOBAHME M pPealM3allisi COBOKYIIHOCTH COINIACOBAHHBIX IO LIEJIH, 3a1auaM,
MECTYy ¥ BPEMECHH OPraHM3alMOHHBIX W TEXHHYECKUX MEPOIPUATHH, HAIpaBICHHBIX Ha
MMHUMH3AIHIO yIiepba oT BO3MOXKHON peanusaluu yrpo3 GesomacHoctu I1JIH, peaansyeMEIX B
paMKax CO31aBaéMOH CHCTCMBI 3alIUTEI IEPCOHANIBHBIX JaHHEIX (nanee — C3I1/InH).

3.2. C3II/lH Brmowaer B ce6s OpraHM3aLMOHHBIE M (WIM) TEXHHYECKHE MeEpHI,
ONpENCICHHBIE C YYETOM aKTyaJIbHBIX yrpo3 GesonacHoctu [1/{H, ypoBHs 3amumensocty I1/H,
KOTOpBI HEOOXOAUMO 00€creunTs, M HHOOPMALMOHHBIX TEXHOJOTHH, HCIONB3YEMBIX B
MHGOPMallMOHHBIX CHCTEMAX.

3.3. besonacnocts I/ npu ux o6paGorke B MCIIIH oGecrneunBaer olepaTop WIH
JMHo, ocymecTBisitomee obpaborky II[JH mo mopydeHHro omepaTopa Ha OCHOBAHHH
3aKIF0YaeMOro € 3THM JIMIOM J0roBopa (Zajee — yNOJHOMOYEHHOE JUIO). JOroBop Mexmy
ONepaTopoM M  YNOJHOMOYCHHBIM JIMIIOM JO/DKEH IpeoyCMaTpuBaTh  OOA3aHHOCTD
YNOJIHOMOYEHHOT 0 JTuna obecneunts 6e3onacHocts IT/IH npu ux 06paboTke B MHGOPMAIIHOHHOIN
CHCTEME.

3.4, Bsi6op cpencts 3ammts! nHdopmauuu mis C3ITJIH ocymecTBiIseTcs OIlIEpaTOpOM B
COOTBETCTBMH C HOPMATHBHBIMU IIPAaBOBBIMH aKTaMH, NpHHATEIMH DenepaibHOi Ciryx60ii
6esomacHoctn Poccutickoit ®eneparmnu (nanee — ®CH Poccun) u PenepansHoit ciy)k00H 10
TCXHUYECKOMY M JKCIOPTHOMY KOHTpoyto (manee— @OCTOK Poccun) BO wucmoiHeHue
®enepanpHOro 3akona «O MepCOHATBHBIX JaHHBIXY.

3.5.  Crpyktypa, coctaB u ocHoBHble (ynkuuu C3IIJ[H ONpemensioTcs HCXOms M3
ypoBHs 3amuiieHHoCcTH IT/IH npu ux o6pabotke B UCIT/IH.

3.6. C3II[H co3pmaercs B TpH 3Tana:

Otarn 1. [IpennpoextHoe o6cnenoBanue VICIT/IH u paspaboTka TEXHUYECKOTO 3aaHHs Ha
coznanue C3I1/TH.

Oran 2. Ilpoextupopanue CS3II[IH, 3aKymnka, yCTaHOBKA, HACTpOMKa HEOOXOIMMBIX
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CpEICTB 3aIlUThl HHPOPMALIUH.

Oran 3. Beox UCIIIx ¢ C3I1/IH B 3KCILTyaTalMIo.

3.7. Dran 1. [IpoBenenue MpeAnpoeKTHOro obcae0BaHusA U pa3paboTka TEXHHYECKOro
3ananus Ha cozpanue C3I1/IH.

3.7.1. Ha3HaueHMe OTBETCTBEHHOrO 3a opranusawuo oopadorku [1/1u JlnneeM.

3.7.2. Co3gaHue KOMHCCHM IO OmpejieieHuio ypoBHs 3amumienHoctd [I{H mpu ux
obpabotke B UCIT/In JInuei.

3.7.3.  Ompenenenue ueneit oopadorku I1/In Jlnueem.

3.74. Onpenenenue nepeuns VUCIIJ(u Jluneit u cocraa I[1/]H, oGpaGaTeIBacMbIX B
UCIIdn.

3.7.5. Omnpenenenwe nepeyts obpabarsiBaemblx Jinneem [1/1H.

3.7.6.  Onpenenenue cpokoB 06pa6orku u xpanenus [1/IH, ucxozs u3 TpeGOBaHMA, YTO
1/l He NOJDKHBI XPAaHUTBCA JIOJbILIE, YeM 9Toro TpebGyroT memu obpaGorku ostux IT/H, mo
nocTkeHuto KoTopbix [1JH mouiexaT yHUYTOKEHHIO.

3.7.7. Onpenenenue mnepeuns ucrnomssyemsrx B HCIIJH  (nmpemmaraeMelx K
ucnons3oBannio B UCITJIH) o01ecucTeMHBIX U IPUKIAAHBIX MPOrpaMMHBIX CPEJICTB.

3.7.8.  Omnpenenenue pexxumoB obpaborku II[n B UCIL/IH B neqoM u B OTAENBHBIX
KOMITOHEHTaX.

3.7.9. HasnaueHue oTBeTCTBeHHOro 3a obecrneuenue 6esomacuoctu 1/l B UCII/IH
(nanee — OTBETCTBEHHBIN) I pa3paGOTKH U OCYIIECTBICHHA TEXHHYECKAX MEPONPHUATHH IO
opranmsaiuu 1 obecredenuto GesonacHoctu I1/{n npu ux o6paborke B VICII/(H. insa kaxuon
VCIT/Ia MoxeT OBITh Ha3HA4YeH OTAEIbHbIH OTBETCTBCHHBIN.

3.7.10. Ha3HaueHHe OTBETCTBEHHOIO IMOJIb30BaTE/sl KPHUIITOCPEACTB, 00ECIeYUBAIONIETO
(GyHKIMOHMpOBaHHE M 0€30MacHOCTh KPMITOCPEACTB, MPEJHA3HAYCHHBIX Il obecneueHus
6esonacHocTy I1/[H. YTBeprKaeHUE MepeyHs JIHL, TOMyIIEHHBIX K paboTe ¢ KpHUITOCPEACTBAMH,
npeJHa3HAYeHHBIME U1 obecredennst Gesomacnoctu [1/ln B MCIIIH (nmonp3oBaTenen
KPUITTOCPELICTB).

3.7.11. OnpeneneHue mepeyHs IMOMeUleHHH, B KoTopelx pasmemensl HCII[IH n
martepuaipHble HocuTenu [1J1H.

3.7.12. Omnpenenenne koHpurypauuu 1 tonosorud MCII[H B 1enoM 1 UX OTACIBHBIX
KOMITOHEHT, (GM3UYECKUX, (QYHKIMOHANBHBIX M TEXHOJOIMYECKHMX CBs3€il KaK BHYTPH OJTHX
CHCTEM, TaK U ¢ APYTUMHU CUCTEMAaMH Pa3IMYHOr0 yPOBHS U Ha3HAYCHHUA.

3.7.13. Ompelenenne TEXHUYECKUX CpeAcTB W cucteM, ucrmonbsyemsix B VICII/IH,
BKJIIOYAs yCJIOBUS UX PacIOIOKEHHU.

3.7.14. ®opmupoBanue Texuuueckux nacrnopros UCII/IH.

3.7.15. Pa3pa6oTka OpraHM3allMOHHO-PAacIOPSIUTENBHEIX NOKyMeHTOB (aainee — OPJI),
perIaMeHTHPYIOLINX Iporecc 06paboTku u 3amuThl [1/[H:

— TlonuTHKa B OTHOLIEHUH 00pabOTKM NEPCOHANBHEIX JTaHHBIX;

— MHcTpykuuu (OTBETCTBEHHOro 3a opraHu3anuio o6paborTku I1/[H, OTBETCTBEHHOrO 3a
obecnieuenne GeszomacHoctu I1[ln B MCIIn, mnons3oBatens MCII[H, OTBETCTBEHHOrO
T10JIb30BATEIs KPUIITO CPECTB);

— Pasgen MOMKHOCTHBIX MHCTPYKUMM paGoTHHKOB Jluned B 9acTH 00eCredeHHs
6eszomacHocty ITJIH pu ux 06paboTKe, BKII0Yas YCTAHOBJIEHHE [IEPCOHATBEHON OTBETCTBEHHOCTH
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3a HapyeHus npasui o6pabotku [1/1H.

3.7.16. Tlonyuyenue (mpu HeoOXomumocTH) coriacuss Ha obpabortky [1/[H cyOBexTOM
[T/In, nmoxnucanue o6s3aTenscTBa 0 coOmoneHUN KoHGuAaeHuuansHocTu IT/[H coTpyaHHMKOM
JInuen.

3.7.17. VYtBepxnenue ¢opm yBemomsieHuit cyobekroB II[[H u ¢opM KypHaIOB,
HEOOXOAUMBIX B Lieisax obecneuenus 6ezonacHoctu [1J[H.

3.7.18. Onmnpenenenue ypoBHs 3amuineHHoctd [IJIH mpu ux o6paborke B UCII[IH B
cootBercTBUU ¢ «TpeboBanusamu k 3amure [T/[H mpum ux oOGpaGorke B HH(OPMALMOHHBIX
cUCTeMax IEpCOHAJIBHBIX MJAHHBIX», YTBEPXKICHHBIMH IOCTaHOBIeHHEM IIpaBuTenncTBa
Poccutickoit ®enepanuu ot 01.11.2012 Ne 1119 (moaroroBka U yTBEpKACHHE aKTa ONpeAeIeHUs
ypoBHs 3amuiieHHocty [1JIH npu ux obpabotke B UCII/IH). ,

3.7.19. Onmnpenenenne Tuma yrpo3 OesomacHoctd IIJIH, axTyanpHBIX Ui
MHOOPMALlUOHHOW CHUCTEMBI, C YYETOM OLEHKM BO3MOXXHOIO Bpe€la B COOTBETCTBUH C
HOPMAaTUBHBIMU IIPaBOBBIMHM aKTaMH, NPHUHATEIMM BO wHcrnonHeHne PDenepanbHOro 3akoHa
«O nepcoHanbHEIX AaHHBIX». Onpenenenue yrpo3 6ezonacHoctd I1JIH B KOHKPETHBIX YCIOBHUAX
¢ynxunonnpoBanus MCIIJIn (paspaborka Mopmeneit yrpo3 OesomacHoctu IIJ[H mpu ux
obpaborke B UCII/IH).

3.720. ®opmupoBaHHE TEXHUYECKOro 3amaHus Ha pa3zpaborky C3II/la no pesynpratam
NPEANPOEKTHOr0 00CIENOBaHUs Ha OCHOBE HOPMAaTHBHO-METOAMYECKHX NokyMeHToB OCTOK
Poccun u OCBb Poccun ¢ yderom ycTaHOBJIEHHOro ypoBHS 3amuimieHHoctd [IJlH npu ux
obpabotke B UCII/IH.

Texnndaeckoe 3ananue Ha paspaborky C3I1/[H 10KHO comepKaTh:

— obocHoBanue paspaborku C3I1/1H;

— MUCXOIHBIE JaHHBIE co3faBaeMod (MoxaepHusupyemoit) MCIIJIH B TexHUYECKOM,
IIPOrpaMMHOM, HH(POPMAIIMOHHOM M OpraHU3allMOHHOM aCIeKTaXx;

— ypoBeHb 3amumensocty [1J1x npu ux o6paborke B UCI1/H;

— CCBUIKY Ha HOPMAaTHBHBIE IOKYMEHTBI, C YYETOM KOTOpPHIX OyneTr paspabaThIBaThCS
C3I1/1x, u npuHuUMaThCs B aKcIutyaTarmio MCIT/IH;

— KOHKpeTH3aluro Meponpuiatuil u tpedoBanuii k C3I1/IH;

— COCTaB ¥ cozeprkanue pabot o stanam paspabotku u BHeapenus C3I1/1x;

— IepedeHb MPEAIIoaraéMbIX K UCIOIb30BAHUIO CEPTU(GHUIIMPOBAHHBIX CPEACTB 3aIIUTHI
UHpOpMaLUH.

3.8. Oran 2. IlpoextupoBanue C3II/IH, 3aKynka, yCTaHOBKA, HACTPOMKa M OIBITHAS
SKCIUTyaTalus HEOOXOQUMBIX CPEJCTB 3aIUTEl HHGHOPMALIUH.

3.8.1. Cospganme C3II[H sBasgercs HEOOXOAMMBIM  YCJIOBHEM  oOOecCreueHHS
OesomacHoctu II/[H, B TOM cilyuyae, €ciiu CyIIECTBYIOIIHE OPraHU3AllMOHHBIE W TEXHUYECKHE
Mepel  ofecrieyeHuss 0€3011acCHOCTH HE COOTBETCTBYIOT TpeOOBaHHMSAM K 0O0ECIeUeHHIO
OesonacHoctH IT/IH A1 COOTBETCTBYIOIIEr0 ypoBHS 3amuiieHHocTd [1/IH mpu ux o6paboTke B
WCIIIn w/unu He HeUTpanu3yIoT Beex yrpo3 6esomacHoctu 1[0 s nanHoi UCIT/IH.

3.8.2.  Texumueckue Mepsl 3amutsl [1/[H npeamonaraoT UCIOIb30BaHUE NPOrPAMMHO-
annapaTHeIX CpeAcTB 3amuTel MHGopManuu. [Ipu obpabotke IT/IH ¢ McrnonB30BaHUEM CPENCTB
aBTOMAaTH3allMM IIPUMEHEHHUE TEXHUYECKUX MeEp 3aIlUThl SBJISETCS 00S3aTe/IbHBIM YCIIOBHEM, a
MX KOJIMYECTBO M CTENEHb 3alUTHl ONpPENENAETCs B MpOIecce MPEANpPOEeKTHOr0 00cien0BaHus
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uHDOPMAIMOHHEIX  pecypcoB  Jluuest. [IpUMEHEHHE TEXHHYECKMX Mep JOIDKHO OBITh
periiaMeHTHPOBAaHO HOPMATUBHBIM aKkTOM JIuieii.

3.8.3. Cpencra 3aumtel nHGopMmarnuy, npumeHsemele B ICII/IH, B yCTaHOBICHHOM
TOpsAIKE IPOXOJIAT MPOLEAYPY OLICHKU COOTBETCTBHS, BKIIIOYas CEPTU(HKALMIO Ha COOTBETCTBHE
TpeGoBaHUIM 110 6€3011acCHOCTH HH(YOPMALIUH.

3.84. Ha cramum npoextupoBanus u co3ganus C3I1[Jn mna UCIAu Jlnoei
POBOAATCS CIIEAYIOIINE MEPOIIPUATHSA:

- paspabotka TexHuyeckoro npoekra C3I1/IH;

— npuobperenue (Ipd  HEOOXOAMMOCTH), YCTAaHOBKA M  HACTpoOika CEpUiHO
BBIITYCKAEMBIX TEXHUUECKUX CPEICTB 00pabOTKH, Iepelauil ¥ XpaHeHUs MH(GOpMALUK;

- paspaboTKa MeponpHATHH 10 3amuTe HMHGOpPMANMK B  COOTBETCTBHH  C
IpeIbsBIsIEMBIMU TPEOOBaHUAMY;

— npuoOpeTeHHe, YCTaHOBKAa M HAcTpoWKa CepTHOUIMPOBAHHBIX TEXHHYECKHX,
TIPOrPaAMMHBIX M MPOrPaMMHO-TEXHHYECKUX CPEJCTB 3aIUTH MHPOPMAlKH, B TOM 4uciIe (IpH
He0OX0AMMOCTH) CPECTB KpUnTorpapu4eckoii 3aiuTsl HHOpMaIuy,

— peanMsanus paspelIMTeNbHOM cucTeMsl JocTyma momb3oBarenedt  MCIIIH K
obpabateiBaemoit B UCIT/IH nHdopManmu;

— IIOATOTOBKA 3KCIUTyaTAllHOHHON HOKYMEHTALlMU Ha UCIIOJb3yEeMBIC CPEICTBA 3aLIUTBHI
UH(pOpMaLIUH; ,

— KOPPEKTHUpPOBKa (JOIOJIHEHHE) OpraHU3allMOHHO-PACIIOPAAUTEIbHON JOKyMEHTAllu B
YaCTHU 3aLUTHl HHPOPMALIUH.

3.9. DOran 3. Beog UCII/In ¢ C3II/IH B IpOMBILUIEHHYIO 3KCIUTyaTallHIo.

3.9.1. Ha craguu BBoaa B ICIT/{a (C3I1/IH) oCylIeCTBIAIOTCA:

— OmBITHAs SKCIUIyaTallUs CPEICTB 3alIUTHl MHPOpPManM¥ B KOMILICKCE C IPYTHMMHU
TEXHHYECKMMH M IPOTPAMMHBIMH CpEICTBAMH B LEIAX NPOBEPKH MX pabOTOCIOCOOHOCTH B
cocrase MUCIT/IH (mpu HE0OXOAUMOCTH);

— [pPHEMO-CAATOYHbIE HCIBITAHUS CPEICTB 3allUTHl HMHGOpMaluu [0 pe3ybraraM
OIBITHOM 9KCIUTyaTaluy (Mpu HE0OXO0IUMOCTH);

— KOHTpOJIb BBINOJHEHUS! TpeOOBaHMI (BO3MOXKHO IPOBEJCHHE HAHHOTO KOHTPOJIS B
BUJIE aTTeCTaIuu 1o TpeboBanusM Ge3onacHoctH I1/IH).

3.9.2. KoHTponb 3a BBIIOJHEHHEM HACTOAMMX TpeOOBaHMH OpraHU3yeTcss U
IIPOBOJUTCS ONMEPAaTOpPoM (YIOJHOMOUYCHHBIM JIMIIOM) CAMOCTOSATENBHO U (WIH) C PUBJICUYCHUEM
Ha JOTOBOPHOM OCHOBE IOPUANYECKUX JIMI U MHAUBUIYATBHBIX MPEANPUHMMATENICH, HMEIOIINX
JMIEH3MI0 Ha OCYLIECTBJIEHHE JEATENBHOCTH I0 TEXHUYECKOH 3aIuTe KOH(HIECHIMATbHOM
uHpopmanuy. VYKa3aHHBIM KOHTPOJb IPOBOAMTCS He pexe 1 pasa B 3 roma B CpOKH,
orpejielsieMble OnepaTopoM (YIMOTHOMOYEHHBIM JIMIOM).

4. TIPOBEJIEHUE PABOT I10 OBECIIEYEHUIO BE3OITACHOCTH
MMEPCOHAJIBHBIX JTAHHBIX
4.1. Paborel mo obecneueHuto OezomacHocTd [I/[H mpoBOAATCA B COOTBETCTBHU C
[11aHOM MEpONpHUATHI MO 3aumTe IepcoHanbHBIX NaHHBIX ([Ipuoxenue Ne 1). BHyrpeHHue
nposepky pexkuma o6paborku u samuTs! [1/IH JuneeM nposoaarcs B coorsercTBud ¢ ITnmanom
BHYTPEHHHX IPOBEPOK  pexuMa  o0pabOTKM ¥  3aIUTBl  MEPCOHAIBHBIX  JAHHBIX
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(ITpunoxenue Ne 2). ITo pesynpraTtaM npoBeeHUs: BHyTPEHHEN MPoBepKH cocTaiserca OTYeT o
pesyibTaTax NpOBEeICHUS BHYTPEHHEH NPOBEPKU pexxnMa o0pabOTKHM M 3alIUTHl MEPCOHATBHEBIX
JaHHbIX B YupexaeHuu (IIpunoxenue Ne 3).

42. Kontpons 3a mnposeneHueM pabor mmo obecneyeHuro Oe3omacHoctd I1JIH
OCYHICCTBJIACT OTBETCTBEHHBIM 3a opraHusauuio obOpabotku II/[H B BuIe METOAMYECKOrO
PYKOBOJCTBa, y4acTHs B paspaboTke TpeOoBaHuit mo 3ammre I[1/IH, opranusanuu pabGoT Mo
BBIBJICHAIO BO3MOXKHBIX KaHAQJIOB YTEYKHM HHQOpMalMy, COIVIacOBaHMs BBIOOpa CpEICTB
BBIYUCIIUTE/IbHOW TEXHUKU M CBA3M, TEXHUYECKUX U MPOTPaMMHBIX CPEICTB 3aIlUTEHI, YYaCTUS B
ouenke coorsercTBus MCII/IH JInues tpeGoBanusm 6e3omnacHoctu IT]H.

4.3. IIpu HeoOGXOAMMOCTH K MPOBEIEHHIO paboT mo obecreveHuro GesonacHocTu I1/H
MOIyT TIpUBJIEKAaTbCs CICHHUATU3UPOBAaHHBIE OpraHusanuy, uMeromue auneHsmo OCTIK
Poccnn Ha oOCymIeCTBI€HHE NEATENBHOCTH IO TEXHUYECKOW 3alquTe KOH(MHIECHIHMATEHON
uH(opManuu.

44. B coorBercTBHM ¢ M. 5.2 MeTomuuecKuX pEKOMEHIALMH MO OOECNEYEHHIO C
MIOMOILIBIO KPHITO CPEACTB O€30IacCHOCTH IEPCOHANBHBIX MJAHHBIX IpH HMX 00paloTke B
MHQOPMALMOHHBIX ~ CHUCTEMAaX  IEPCOHAIBHBIX JAaHHBIX C  KCIONB30BAHHEM  CPEJICTB
aBTOMaTU3allUM, YTBEPXKACHHBIX pyKoBoACTBOM 8 llentpa ®CB Poccum 21.02.2008 Ne 149/54-
144, npu HEeoOXoaMMOCTH MCmonb30Banus npu cosganuu C3IIJIH cpenctB Kpunrorpapuyeckoi
3alMThl MHOOPMALMU K IIPOBENEHHIO paboT 1mo obecnevyenuio GesomacHoct I1J[n JIumero
HeOOXOAMMO MPUBJEKATh CHELHATN3UPOBAHHBIE OpraHu3aluy, umeromme auueHsun OCH
Poccun Ha ocymecTBieHne paboT 1Mo pacnpoCTpaHeHUIo MUGPOBATBLHEIX (KPUITOrpahUYecKuX)
CPEACTB, INpEAHA3HAYCHHBIX [JIA 3allUTHl MHQOpPMalMM, He CcoAep)Kallell CBeJeHus,
COCTABJIAIOIINE TOCY[AapCTBEHHYIO TaifHy, Ha OCYLIECTBIEHHE TEXHUYECKOTO OOCITYKHBaHHS
WH(POBATBHBIX (KPUITOrpahMIEcKUX) CPECTB, Ha OCYIIECTBIEHHE PaboT MO OKA3aHUIO YCIYT B
obnactu  mmdpoBaHus MHGOPMAUMM, HE COAEPKAIMX  CBENCHHH, COCTABISIOLINX
roCyNapCTBEHHYIO TaifHy.

S. PEHIEHHE BOITPOCOB OBECIIEYEHMUSI
BE3OITACHOCTHIIEPCOHAJIBHBIX JTAHHBIXB IMUHAMUKE
U3MEHEHHSI OBCTAHOBKH U KOHTPOJISI D®O®EKTUBHOCTH
SAIIUTHI

5.1.  Mopepuusaumsa C3I[1Jn s dyukumonupyrommx MCII[H Jlumeem noimkHa
OCYLIECTBIIATLCS B CIIydae:

— u3MEHEHMs cocraBa Wik CTpYKTypbl MCIIJIH wiM TeXHHUYECKHX OCOOEHHOCTEH ee
NOCTPOCHUs (M3MEHEHMS COCTaBa WIM CTPYKTYPHI IPOTPAMMHOIO 0OECIIeUeHHs, TEXHHYECKHUX
cpencts obpabotku I1/1H, Tomonoruu UCITIH);

— H3MEHEeHHs cocTaBa yrpo3 6ezonacHoctu [1/]n B UCIT/H;

— W3MEHEeHUs ypoBHA 3ammuienHocTy [T/ npu ux o6paborke B UCII/IH;

— MPOYHX CJIy4Yasx, [0 PELUIEHUIO OlepaTopa.

5.2. B wmensx ompenenenus Heobxomumoctu nopabotku (MomepHusanmu) C3IIJIH He
pEXKe OHOro pasa B roJl OTBETCTBEHHEIM 3a opranu3anuio oopaborku I1JIH nomKHa MPOBOIUTECS
nposepka cocraBa ¥ ctpykTypsl ICII/IH, cocraBa yrpo3 6ezomacuocty [T/ B UCIT/IH u ypoBHS
samieHHocTd IT/In npu ux obpabGorke B MCII/IH, coOromeHHs YCIOBHMN MCIONB30BAHMS
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‘.

CPEICTB 3allUTHl HMHGOpPMALMK, MPEAyCMOTPEHHBIX OJKCIUIyaTalMOHHOM M TEXHHYECKOH
nokymeHTanueld. PesynbraTel npoBepkd OGOpPMISIOTCS aKTOM IIPOBEPKH M YTBEPXKAAIOTCH
pykoBozautenem Jlunei.

53. Anamm3 wuHHMAeHTOB Oe3omacHoct IIJ[H M cocTaBieHHME 3aKIIOYEHUH B
00513aTeIHHOM MOPSIKE JOJKHO [IPOBOUTHCS B CITydae BBISBICHHS CIEAYIOMUX (aKTOB:

— HecoOJII0IeHHe yCIIOBUM XpaHeHus Hocutenei 11/1x;

— HCMOJNIB30BaHHE CPEACTB 3aIUUTHl HHGOpPMALMM, KOTOPHIE MOIYT IPUBECTH K
HapyIIEHHIO 3a1aHHOTO YPOBHS 6e30macHOCTH (xoH(UIECHIIUATBHOCTE/
1I€JI0CTHOCTE/A0CTYMHOCTD) [T/IH WK QpyruM HapyLIEHUSM, IPUBOJAIIMM K CHIDKCHHIO YPOBHS
3amuiieHHocty [1/1H;

— HapylleHHe 3aJaHHoro ypoBHs OesomacHoctd ITJIH  (KOHOUAEHIMAIBHOCTH/
IICJIOCTHOCTH/JOCTYITHOCTB ).



